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Security Program Operating Manual
(NISPOM) (DoD 5220.22-M). The Gov-
ernment shall specify transmission and
distribution procedures for all GFI, and
shall inform DIB participants of any
revisions to previously specified trans-
mission or procedures.

(g) Except as authorized in this part
or in writing by the Government, DIB
participants may use GFI to safeguard
covered defense information only on
covered DIB systems that are U.S.
based (i.e., provisioned, maintained, or
operated within the physical bound-
aries of the United States); and share
GFI only within their company or or-
ganization, on a need to know basis,
with distribution restricted to U.S.
citizens (i.e., a person born in the
United States, or naturalized, holding
a U.S. passport). However, in individual
cases, upon request of a DIB partici-
pant that has determined that it re-
quires the ability to share the informa-
tion with a non-U.S. citizen, or to use
the GFI on a non-U.S. based covered
DIB system, and can demonstrate that
appropriate information handling and
protection mechanisms are in place,
the Government may authorize such
disclosure or use under appropriate
terms and conditions.

(h) DIB participants shall maintain
the capability to electronically dis-
seminate GFI within the Company in
an encrypted fashion (e.g., using Se-
cure/Multipurpose Internet Mail Exten-
sions (S/MIME), secure socket layer
(SSL), Transport Layer Security (TLS)
protocol version 1.2, DoD-approved me-
dium assurance certificates).

(i) The DIB participants shall not
share GFI outside of their company or
organization, regardless of personnel
clearance level, except as authorized in
this part or otherwise authorized in
writing by the Government.

(j) If the DIB participant utilizes a
third-party service provider (SP) for
information system security services,
the DIB participant may share GFI
with that SP under the following con-
ditions and as authorized in writing by
the Government:

(1) The DIB participant must identify
the SP to the Government and request
permission to share or disclose any GFI
with that SP (which may include a re-
quest that the Government share infor-
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mation directly with the SP on behalf
of the DIB participant) solely for the
authorized purposes of this program;

(2) The SP must provide the Govern-
ment with sufficient information to en-
able the Government to determine
whether the SP is eligible to receive
such information, and possesses the ca-
pability to provide appropriate protec-
tions for the GFI;

(3) Upon approval by the Govern-
ment, the SP must enter into a legally
binding agreement with the DIB partic-
ipant (and also an appropriate agree-
ment with the Government in any case
in which the SP will receive or share
information directly with the Govern-
ment on behalf of the DIB participant)
under which the SP is subject to all ap-
plicable requirements of this part and
of any supplemental terms and condi-
tions in the DIB participant’s FA with
the Government, and which authorizes
the SP to use the GFI only as author-
ized by the Government.

(k) The DIB participant may not sell,
lease, license, or otherwise incorporate
the GFI into its products or services,
except that this does not prohibit a
DIB participant from being appro-
priately designated an SP in accord-
ance with paragraph (j) of this section.

§236.5 Cyber security information

sharing.

(a) GFI. The Government shall share
GFI with DIB participants or des-
ignated SPs in accordance with this
part.

(b) Initial incident reporting. The DIB
participant shall report to DC3/DCISE
cyber incidents involving covered de-
fense information on a covered DIB
system. These initial reports will be
provided within 72 hours of discovery.
DIB participants also may report other
cyber incidents to the Government if
the DIB participant determines the in-
cident may be relevant to information
assurance for covered defense informa-
tion or covered DIB systems or other
information assurance activities of the
Government.

(c) Follow-up reporting. After an ini-
tial incident report, the Government
and the DIB participant may volun-
tarily share additional information
that is determined to be relevant to a
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reported incident, including informa-
tion regarding forensic analyses, miti-
gation and remediation, and cyber in-
trusion damage assessments.

(d) Cyber intrusion damage assessment.
Following analysis of a cyber incident,
DC3/DCISE may provide information
relevant to the potential or known
compromise of DoD acquisition pro-
gram information to the Office of the
Secretary of Defense’s Damage Assess-
ment Management Office (OSD DAMO)
for a cyber intrusion damage assess-
ment. The Government may provide
DIB participants with information re-
garding the damage assessment.

(e) DIB participant attribution informa-
tion. The Government acknowledges
that information shared by the DIB
participants under this program may
include extremely sensitive propri-
etary, commercial, or operational in-
formation that is not customarily
shared outside of the company, and
that the unauthorized use or disclosure
of such information could cause sub-
stantial competitive harm to the DIB
participant that reported that informa-
tion. The Government shall take rea-
sonable steps to protect against the un-
authorized use or release of such infor-
mation (e.g., attribution information
and other nonpublic information) re-
ceived from a DIB participant or de-
rived from such information provided
by a DIB participant, including appli-
cable procedures pursuant to paragraph
(h) of this section. The Government
will restrict its internal use and disclo-
sure of attribution information to only
Government personnel and Govern-
ment support contractors that are
bound by appropriate confidentiality
obligations and restrictions relating to
the handling of this sensitive informa-
tion and are engaged in lawfully au-
thorized activities.

(f) Non-attribution information. The
Government may share non-attribution
information that was provided by a
DIB participant (or derived from infor-
mation provided by a DIB participant)
with other DIB participants in the DIB
CS/IA program, and may share such in-
formation throughout the Government
(including with Government support
contractors that are bound by appro-
priate confidentiality obligations) for
cyber security and information assur-
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ance purposes for the protection of
Government information or informa-
tion systems.

(g) Electronic media. Electronic media/
files provided by DIB participants to
DC3 under paragraphs (b), (¢) and (d) of
this section are maintained by the dig-
ital and multimedia forensics labora-
tory at DC3, which implements special-
ized handling procedures to maintain
its accreditation as a digital and
multimedia forensics laboratory. DC3
will maintain, control, and dispose of
all electronic media/files provided by
DIB participants to DC3 in accordance
with established DoD policies and pro-
cedures.

(h) Freedom of Information Act (FOIA).
Agency records, which may include
qualifying information received from
non-federal entities, are subject to re-
quest under the Freedom of Informa-
tion Act (b U.S.C. 552) (FOIA), which is
implemented in the Department of De-
fense by DoD Directive 5400.07 and DoD
Regulation 5400.7-R (see 32 CFR parts
285 and 286, respectively). Pursuant to
established procedures and applicable
regulations, the Government will pro-
tect sensitive nonpublic information
under this Program against unauthor-
ized public disclosure by asserting ap-
plicable FOIA exemptions, and will in-
form the non-Government source or
submitter (e.g., DIB participants) of
any such information that may be sub-
ject to release in response to a FOIA
request, to permit the source or sub-
mitter to support the withholding of
such information or pursue any other
available legal remedies.

§236.6 General provisions.

(a) Confidentiality of information
that is exchanged under this program
will be protected to the maximum ex-
tent authorized by law, regulation, and
policy.

(b) The Government and DIB partici-
pants will conduct their respective ac-
tivities under this program in accord-
ance with applicable laws and regula-
tions, including restrictions on the
interception, monitoring, access, use,
and disclosure of electronic commu-
nications or data. The Government and
the DIB participant each bear responsi-
bility for their own actions under this
program.
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